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What is NIS2

Which obligations does the NIS2 directive impose?

Duty of care

You must carry out a risk
assessment. Based on this risk
assessment you should take
measures to guarantee
continuation of services as much
as possible and protect the
information used.

Duty to report

You have to report incidents to
the supervising authority within
24 hours. It concerns incidents
that (can) significantly disrupt the
provision of the essential
services. Does it concern of a
cyber incident? Then this must
also be reported to the Cyber
Security Incident Response Team.

re. Confidential information. All rights reserved. All trademarks are the property of their respective owners.

Supervision

Organizations covered by the
NIS2 directive will be under
supervision. The supervisory
body will look at compliance with
the obligations of the directive,
such as the duty of care and the
duty to report. It is currently
being worked out which sectors

will fall under which supervisory
body.
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Veeam Data Platform

Native APIs

Platform
Extensions

aws  AWS
A Azure 2 Microsoft 365

F) oD = I:l {\)
tf} Google Cloud un = n @ Salesforce

© Kubernetes Virtual Physical

On-Premises * IntheCloud - Xaa$S
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NIS2 goal: maintaining data integrity; preventing and minimizing the impact of

cybersecurity incidents

Veeam immutable backups can help prevent
ransomware attacks and unauthorized deletions
and changes by making backup data impervious to
modifications.

It works across all supported workloads in any
environment — physical, virtual, cloud

© 2024 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.

Ip Repository
Repository

Type in path to the folder where backup files should be stored, and set repository load control options.

nEr

Location
Path to folder:
‘fbaclmp B!mg
mams Capacity:  <Unknown> Populate

W= Freespace: <Unknown>

[] Use fast cloning on XFS volumes (recommended)
Reduces storage consumption and improves synthetic backup performance.

Make recent backups immutable for: 7 5 days

Protects backups from modification er deletion by ransomware or hackers. GFS5 full backups are
made immutable for the entire duration of their retention policy.

Load control

Running too many concurrent tasks against the repository may reduce overall performance, and
cause |/0 timeouts. Control storage device saturation with the following settings:

[+] Limit maximum concurrent tasks to: 4 B

-

(] Limit read and write data rate to: [
Click Advanced to customize repository settings. I Advanced..,
. < Previous MNext > Finish Cancel




NIS2 goal: safe recovery from incidents

Veeam offers secure restore features that can verify the backup integrity and
scan for malware before data is restored, thus helping to avoid reintroducing

threats into the environment.

Settings

General |Veeam Incident API | Natifications |

Encryption detection
Enable inline entropy analysis
Uses Al/ML to detect previously unencrypted data becoming encrypted in

Increases backup proxy CPU load.
Sensitivity:
r

Low MNormal Extreme

Extrerne sensitivity will alert on a smallest data set getting encrypted and

processed disk images, which is often an indication of a ransomware attack.

can thus generate many falze nasitives, | ow sensitivity iz ideal for
environments v Event Details

General

Credentials & Passwo A Object: HK-1044-enro)

Activity date: 10/2/2023 11:05 AM

Users & Roles Type: Built-in detection engine

Initiated by:  LAB\SYSTEM

Malware Detection Status: Suspicious

Details: Possible malware activity detected

Metwork Traffic Rules

New SureBackup Job

Settings
OE Choose recovery verification job settings.

Name Content analysis

New SureBackup Job
Name
Settings
New SureBackup Job .
Name
OE Type in a name and description fort] SUMMATY
SureBackup|
Linked Jobs
Description:
Seftings Created by
Schedule
Summary
Backup verifi
O Full recoy
Runs machines
applications. This ensures recoverabil
(®) Backup verification and content scan only

Perfarms backup integrity check and its content analysis to detect traces of malware or any other
unwanted or sensitive data. These tests do not require setting up a virtual lab.

< Previous Finish

Scan backup content with an antivirus software
Linked Jobs

Scan backup content with the following YARA rule:

Linked Jobs
OE Select one or more backup jobs to link to this _ | eicar.yara

sequentially once the application group is init|

Schedule YARA rules location: C:\Program Files\Veeam\Backup arjd Replication\Backup\YaraRules\,

Scan options:

Name Summary

{6} Bl-Windows-DC
Backup integrity

Click Advanced to configure job notifications settings.

Process simultaneously ne more than:

m machines at a time

machines during each run

[] Process only randemly selected

[ Continue scanning remaining files after the first occurence

[ Perform backup integrity check (read and verify each block agsinst a checksum}




NIS2 goal: safe recovery from incidents

Veeam allows to scan backups on demand giving flexibility of scanning any
restore point at any given time. This is applicable to backups created with
older versions of our products.

Scan Backup X
Home Q hk-dc
Performs an ad-hoc scan of you backups with an antivirus or the YARA engine to find the latest malware-free
[ 5"’« Johs Mame T Job Name restore point or to detect the presence of specific entries, such as personal information.
4 [ Backups (57 HK-DED1 Rl-Windows-D0 Scan mode:
I%I Disk E' Instant recovery... ®) Find the last clean restore point
% Disk (Copy) o R Restore points will be scanned sequentially starting from the most recent one until the first malware-free
§¥ Object S Ek  Instant disk recovery... one is found. Use this options when a cyber-attack is known to have started recently.
ject Storage ) o
I"* Dbjecl Sturage (CDFI’_'{) % Restore entire YM... () Find the last clean restore point in range
! Iy Rest irtual dick Restore points will be scanned in an optimal order to identify the last clean backup in range with least
[é] Tape B nestorewvinual disks... number of scans possible, Use this opticn if you are not sure when the attack started, or when dealing
[ E|'=5| Replicas @ Restore WM files... with a known sleeping malware.
[ E} Last 24 Hours h Restore guest files O Scan all restore points in range for content analysis
A All restore points in range will be scanned sequentially. Use this option for backup content analysis with

/ﬁ\ Home

ER lventons

@

|

Restore application items
Restore to Amazon ECZ...
Restore to Microsoft Azure...
Restore to Google CE..

Restore entire VM to Mutanix AHV..

Move backup...
Copy backup...
Export content as virtual disks...
Publish disks...

Scan backup...

an applicable YARA rule, for example to look for personally identifiable information (Pl), personal health
information (PHI) or payment card industry (PCI) data.

Scan engine:
[_] Scan restore points with an antivirus

Scan restore points with the following YARA rule:

‘ eicaryar ~

YARA rules location: C:\Program Files\Veeam'\Backup and Replication'\Backup\YaraRules\,

Scan range:
From: To:
(®) Most recent restore point ® Oldest available restore point

() Start date: (O End date:

[_] Continue scanning all remaining files after the first occurence

Hide scan range 0K Cancel




NIS2 goal: resilience and quick recovery

Veeam’s Continuous Data Protection can provide
near-zero recovery point objectives (RPOs) for
critical workloads, ensuring that businesses can
recover their data quickly in the event of cyber
incidents or data corruption.
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Restore Points

Specify a point in time to restore the replica to:

(O Restore to the latest crash-consistent state (least data loss)
application-consistent state

(® Restore to 2 point in time:

17 February 2021
3:10 AM 3:20 AM 3:30 AM 3:40 AM

<

Journal available @ Application-consistent point @ Crash-consistent point

Restore point: (5 Wednesday, February 17, 2021 3:49:00 AM

3:50 AM

h 4

3:49:00 AM

No restore points

oK || Cancel



NIS2 goal: resilience and quick recovery

Through Veeam Recovery Orchestrator, businesses can
automate and simplify disaster recovery planning,
ensuring that they are prepared for a wide variety of
scenarios

«  With VRO organisation can create DR plans and
test them to ensure they will work when they need
it most

e Documentation of DR plans is updated
automatically

* VRO can automate recovery, orchestrating all
recovery workflows and help to speed up recovery
regardless where DR site is (on-prem or cloud)

ﬁ Veeam Recovery Orchestrator

L

Orchestrator Agents

©

Healthy:
All(2)

»

L ad
License Usage

©

0% Used

Remaining VMs: 996

o

Restore Recovery Locations

VMs: @ 2 configured
Agents: @ 1 configured

=

VMware vCenter Servers

©

Connected:
All (2)

®©

License Expiry

©

398 days remaining

Ends on: 1 January 2024

Q

Cloud Recovery Locations

VMs: @ 1 configured
Agents: @ 1 configured

@ Wendy May (TECHwendy.may) | (1)

W

Storage Systems

Datastores in Storage Plans

No storage plans created...

c\ﬂﬂﬂ

Storage Recovery Locations

@

None

©)



Orchestration - Daily Readiness Report

§| Veeam Recovery Orchestrator

"-;r" Scopes (All)

& Dashboard
Planning
Inventory
Recovery Plans
Datalabs

Lab Calendar

Documentation

i| Reporting

P Launch « B Manage w
Mode Plan

PP In-Use Sharepoint Replica Plan
PP In-Use Replica Plan

PP In-Use Test Restore Plan

PP In-Use Exchange Restore Plan

@ Disa.. NetApp

PP In-Use  Test HPE Plan

PP In-Use CODPPlan

Q

[ verify w

ﬂ Run Dat

Typ
Halt Dat
Rep Power (]
.ﬁ Run Rea

Rep
Halt Rea
Restore 5Q
Restore Exd
Storage Ad
Storage Ad

CDP Replica Ad

Summary
Result Details
1 Warnings
Execution Details
Item Details
Run/Scheduled By Olivia Dias (TECH\alivia.dias)
Duration (HH:mm:ss) 00:00:03
Plan
Result Group Details
¥ Read Pre-Plan Steps MNo errors
Replication Job for Testing:172.24.28.186 1 VM(s) with warnings
¥ Ready Post-Plan Steps No errors
RPO
Result Check Details
[i] Info RPO Target RPO is 24:00:00 (HH:mm:ss)
X Mot ready Target RPO Met Mo
£ Not ready Number of RPO failures 1

*  Not ready

Worst RPO failure

Restore point age 317:39:03 (HH:mm:ss)

Licensing
Result Check Details
[l Info Summary 0 of 125 license instances used
¥ Ready Usage 0 licenses are used in this plan (0 managed VMs, 1 new)
v Ready Expiry The license will expire in 397 days
v Exceeded The license limit is not exceeded on the Orchestrator

server



NIS2 goal: compliance with risk management and reporting
obligations

tilizing Veeam ONE, the Veeam Data Platform Premium offers solutions for

real-time monitoring, reporting, and capacity planning for the backup
infrastructure.

Threat Center Dashboards Jobs Calendar REST API \administrator v

Deployment Proj

Veeam Threat Center @

Security Scorecard it
Jpdated 3 hou
VeeAM pdar

Malware Detections i
ed2h

Up s ago

91% 20 @12 Infected Restore Points Suspicious Restore Points Marked as Clean Most Affected Object
6401 360 workload-1299
Platform Security Compliance B
Malwa re Detection . There are some repositories without mapping. Go to widget settings X

This report provides a precise averview of detected matware anomalies in the infrastructure. It logs all incidents across worklaads and restore points allowing you 1o quickly identily compromised and clean data. Data Recovery Health E G .

[} Northern Europe
London

Report Parameters

O
et 93.2% O 100% e
O

89% o2 023 workioad001 - # 2 restore points
Senpes Bacop Ikestucturs workioad0s - 1 restore points
Worklosd status ~ Data Protection Status B Manchester

Events to show: 5

workload007 - # 20 restore points
Well done

Your Data Platform Status Score is above 90%.

workioad00s - @ 6 restore points

Suspicious
Summary

Maluware-analyzed workloads

Malware-analyzed restore points

Top 5 Backup Servars with workloads snomalies

© One or more Backup Servers have not been updated to the

93% 245 @19 ® Infected -

® Marked as clean

S . B . Bk Server Suspicons — latest release. Please consider upgrading for an accurate score. Backup Imgutability Status Last 30 days Al .
Suspic 2 Infected 5 et T tech bocal 2 0
Ne anemaies 209 Suspicios s
Mo snomalies 18 RPO Anomalies m SLA Compliance Overview i
Updated 35 minute: T Updated 3 hours ago
Mahware-analyzed workloads Malware-analyzed restore points Top 5 backup servers with workloads anomalies Workload Type Backup server Last Success Missing RPO Total SLA
. ES-win12-vo.tech.local [l2 Computer ES-win2016-Ws.techlocal 11/20/2023 90000 AM  Lessthan an.. *
azure-files B Cloud Instance mmfwini6vbr.tech.local 11/20/2023 1:12:01 AM 8 hours Sessions 20565
ES-win19-orac2.tech.local [z computer ES-win19-vbr2.tech.local 11/19/2023 7:44:18 PM 14 hours © Succeeced 20000
2 ES-win19-v10_5.tech.local [@ Unstructured Data ES-Win19-V10_Stech.local 11/19/2023 6:25:119PM 15 hours © Failea 565
shared-empty-multi-disks-d-04 Virtual Machine mmfwini Gvbr.tech.local 11/19/2023 703:33 AM A day 99.0% Success Percentage
shared-empty-multi-disks-d-01 &) Virtual Machine mmf-win1 6vbr.tech.local 11/19/2023 701:59 AM  Aday Total Sessions: 58
o shared-empty-multi-disks-d-03 S} virtual Machine mmfawin bvbr. tech.local 11/19/2023 701:57 AM Aday @ Succeesed Sessions: 56
b B o shared-empty-multi-disks-d-02 [ Virtual Machine mmf-wini Gvbr.tech.local 11/10/2023 700:47 AM A day © Failed Sessions: 2
W o snomaies W Suspicous . ectes I o aromales Suspicions shared-empty-6-12 B virtual Machine mmFwin bvbr.tech.local 11/19/2023 70037 AM  Aday
ES-win19-orac3.tech.local [z computer ES-win2016-Ws. tech.local 11/18/2023 5:03:53 PM  Aday ® Compliant ® Non-Compliant Last 30 days



SIEM Integration — Example: Microsoft Azure Sentinel

Infrastructure and backup environments in a single pane of glass for your security

Use Veeam Backup & Replication with Microsoft Azure Sentinel
to forward all Veeam events, ransomware,
or virus detections.

Events forwarded through SYSLOG

Veeam provides customers with the flexibility to interpret
Veeam events in a customer own created parser to build own
alarms, dashboards, and reports.

Options

1O Control | Security | E-mail Settings SIEM Integration | Notifications | History

SNMP servers:

RRRRRR
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Customer
Server/Storage/

Network Infrastructure

(111111 JUFE
111111 QI

Veeam
Backup
Infrastructure

Events forwarded through

SIEM

SYSLOG

Azure Sentinel



SIEM Integration — Veeam app for Splunk

splunk>enterprise \pps Admini Y ttings v ctivity Help~ |Q Find
Search Veeam Data Platform Monitoring Veeam Security Events ! App Configuration :_Q‘ Veeam App
Export ~
Veeam Security Events
Data Sources Locations Global Time Range
‘ Al v | ‘ All X ‘ | Last 30 days A Hide Filters
Security Status (Last 24 Hours) All Security Events Marked as Infected Marked as Suspicious Four-Eyes Authorization Events
& Critical 1
Daily Security Events +
-
@
3
h w12 o1z a
2 2 2 2 2 2 2 2 A ;
Maon g Il Mar 28 M D1 lon Apr 8
2024
W Waming
Error
Latest Security Events
Date = Data Source ¢ User ¢ Message = Severity =
15.04.2024 07:53 VBR1ZSHED Backup server has lost connection to backup repository Backup Copy Repository (Windows). Critical
15.04.2024 07:53 VBRIZSHED Backup server has lost connection to backup repository Backup Repository (Windows) Critical
13.04.2024 00:00 TEM Malware detection session has finished with Success. Information
12.04.2024 23:51 VBRIZSHED Backup server has ost connection to backup repository Backup Repository (Windows) Critical
12.04.2024 23:51 VBRI1ZSHED Backup server has lost connection to backup repository Backup Copy Repository (Windows). Critical
12.04.2024 19:52 VBRIZSHED Backup server has ost connection to backup repository Backup Repository (Windows) Critical
12.04.2024 19:52 VBRI1ZSHED Backup server has lost connection to backup repository Backup Copy Repository (Windows). Critical
12.04.2024 17:00 GER2019VBR NT-AUTORITAT\SYSTEM Four-eyes authorization is no longer available (license change). Event has been initiated by NT-AUTORITAT\SYSTEM Critical
12.04.2024 15:52 VBRI1ZSHED Backup server has lost connection to backup repository Backup Copy Repository (Windows). Critical
12.04.2024 15:52 VBRIZSHED Backup server has ost connection to backup repository Backup Repository (Windows) Critical

3 4 5 6 7 8 9 10 Next»




ITSM Integration — ServiceNow

Infrastructure and backup environments in a single pane of glass for your security

* Veeam offers a ServiceNow plug-in to automate

and manage Veeam from ServiceNow including tickets Customer Veeam
for Veeam alarms and status changes. Server/Storage/ Backup
Network Infrastructure Infrastructure
* SIEM solutions with integrations in ServiceNow can be
leveraged to integrate through ServiceNow with Veeam. al
11111 =R
I
(<] = B o = o [vpame s ] 1 o
Number EVR0001003 Service \:E\
% Event | SessionStatus Failed v Category | Inquiry/Help |
e }mil 2-way through
oo [ APIs
e [bopDe [0

servicenow

Other SIEM Solutions




Veeam Cyber Resiliency - Ecosystem

Automation and
Response (SOAR)

servicenow. #/» paloalto
3) Progress’
Flowmon
Cisco XDR
Incident API

Storage Cyber Events
Detection

Incident API

Immutable Snapshots Immutable Backups

— aws A\ Azure
Hewlett Packard

Enterprise aloaln -
E1sEG CLOUDIAN DATA

INFINIDAT flenowvo.

Immutable Backup Copies

/jAzure

CLOUDIAN

Il SYSTEMS adws

alaln <
CIsco

EAGRID

EXAGRID FuJfTSu g';,*:;“m“ HITACHI . J

F NetApp PURESTORAGE' M Cloud [

Qilnfortrend”  iTernity '
N=XSAN

W4 OVHcloud PURESTORAGE
RedHat RSTOR
«¥ SOFT SPE(;:) <
@EWM * SwiftStack SymI(Jg};

wasabi zadara

lenovo. imno 1 NetApp
NUTANDS.  [Phg

aNAP
SCALITY

%
Ugloo VAST

FU'ﬁLFSU H!wlaﬂ Packard HITACHI

INFINIDAT Enterprise

e INFINIDAT Qinfortrend iemiw=
Ifenovo. iMnio MNetApp N=xsan NUTANIT

NS + OBIECT

ohiEl ones GRiG. WMOvHcoud BRI
PURESTORAGE OINIRAP
RSTOR SCALITY SEAGATE «* SOFT

RedHat
SPECTRA D
3 SUSE "QSWARM
synology U

» SwiftStack

zadara

wasabi

Storage & Backup Compliance Monitoring

CONTINUITY

Security information Secure Restore Incident Response Readiness
and event Bitdefender Endpoi e Vi .
et CT e T yizeet SOPHOS — (Vsymantec  TrelliX with coveware DARKT
management (SIEM) v i oy 9 o DARKTRACE
kyndryl
YARA —rule-based detection
SOPHOS % paloq!!;g -
lunk: Recon Ransomware detection
splunk> |
P coveware Bitdefender Endpaint Ol SoPHOS  symantec  TrelliX
el glA0 (e p =il oMl |Immutability for Backups & Primary Storage Snapshots Encryption / KMS

@ ENTRUST
iii Fortanix
€ BV security
THALES
aws ¢

A Azure @
& Google Cloud 9
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NIS2 goal: Risk Analysis and information system security

VBR Improved Security & Compliance Analyzer

Backup Infrastructure & Product Security
« Password requirements

« Configuration backup encryption

« Qutdated TLS versions

* Reverse Incremental deprecated

* And many more...

Runs by schedule or manually
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Security & Compliance Analyzer

The following best practices are guidelines from data protection and cyber-security experts. Not following them exposes your backup
infrastructure to significant risks and reduces chances of successful recovery following a cyber attack, a natural disaster or a hardware

malfunction.

Best Practice

Backup infrastructure security
Remote Desktop Service (TermService) should be disabled
Remote Registry service (RemoteRegistry) should be disabled
‘Windows Remote Management (WinRM) service should be disabled
‘Windows Firewall should be enabled
‘WDigest credentials caching should be disabled
‘Web Proxy Auto-Discovery service (WinHttpAutoProxySve) should be disabled
Deprecated versions of S5L and TLS should be disabled
Windows Script Host should be disabled
SMBv1 protocol should be disabled
Link-Local Multicast Name Resclution (LLMNR) should be disabled
SMBv3 signing and encryption should be enabled
Product configuration
MFA for the backup censole should be enabled
Immutable or offline (air gapped) media should be used
Password loss protection should be enabled
Backup server should not be a part of the production domain
Email notifications should be enabled

All backups should have at least one copy (the 3-2-1 backup rule)

% deprecated and should be avoided
trusted automatically

r stored on the backup server

Scan the backup infrastructure daily at:

Send scan results to the following recipients:

| admin@lab.inten{

(®) Use global notification settings
(O Use custom notification settings specified below:

f be enabled for the Netwark transport mode
nosted in virtual machines
enabled in the backup network
ased authentication disabled
tder the LocalSystem account
led and use encryption
should be rotated at least annually
ke 55H Server disabled
de doesn't provide true immutability

uld use encryption

Status

O Not implemented
O Not implemented
0 Not implemented
) Passed

2 Passed

) Mot implemented
) Mot implemented
) Mot implemented
@ Passed

€ Mot implemented
€3 Mot implemented

€3 Mot implemented
€3 Mot implemented
) Passed
1. Unable to detect
€3 Mot implemented
€3 Mot implemented
) Passed
[x implemented
€3 Mot implemented
2 Passed
2 Passed
) Passed
) Passed
) Passed
0 Not implemented
2 Passed
) Passed
) Passed
) Passed

Analyze

Suppress

Reset

Reset All




NIS2 goal: data confidentiality and integrity

Veeam provides options to encrypt backup data at rest and in transit,
helping to protect sensitive data from unauthorized access or interception.

Add New Network Traffic Rule X

Advanced Settings >

ES3 Mew Backup Job s Name:
Shared Foldg gy Maint Starage 1 1
N Encrypt this traffic
Data reduction
|:| Cornpression lewvel:
| Optira ecammended) Y| Source [P address range: :
arne
Prowides for the best cormpression to performance ratio, lowest backup ’ ‘ ‘
Backup Made priozy CPU usage and fastest restore, :I 71 92 X 168 5 0 . 1 | to ‘ = 192 G 1 68 5 0 * 255
o Storage optimization: backup
- M8 ecommendec) Y] Target IP address range: L 3
Destination Delivers the optimal corbination of backup speed, granular restore ‘ j ‘ ‘
_ petfornance and repository space consumption, 172 e 16 b 0 b 1 ‘ to { 172 & 31 - 255 e 255
Encryption
Backup Cache Enable backup file encryption ACtiOﬂ'
Guest Processing r ssssss d:... | o . o
[M:Encrypt network trafflcg
Schedule Hint:
[Password for backup encrypion] | [] Throttle network traffic to:

Surmrmary

Cancel ‘

oK

(9] 4 I | Cancel |




Veeam Go-To NIS2 site

Vm ARE YOU READY? OVERVIEW WHO'S AFFECTED? SOLUTIONS WHITEPAPER

NIS2 is Coming:
Everything You Need
to Know and More!

Understand what the cybersecurity directive

means to your business, and how Veeam can
help with NIS2 compliance... time is ticking

OVERVIEW WHO IS AFFECTED?

Are You Ready for NIS2?

e,



Veeam Go-To NIS2 resources

NIS2 Compliance Checklist

Discovered that you need to comply with the NIS2 directive? Knowing what steps to take to
be compliant is not an overnight fix. We've created this handy checklist, so you can work out a
plan of action. The penalties for non-compliance can be severe, make sure you know what is

NIS2 Article

21-2(a): policies on risk
analysis and information
system security;

21-2(c): business continuity, such as
backup management and disaster
recovery, and crisis management;

21-2(i): human resources
security, access control policies
and asset management;

23-4(a) and (b): Report to CSIRT
(...) without undue delay and in any
event within 24(a)/72(b) hours of
becoming aware of the significant
incident,

Ask yourself...

Do | know what risks | have in my current environment?
Do | have insights in internal and external factors?

Can | recover within agreed Recovery Time Objective when
disaster strikes?

Do | have backups of all important systems?
| moved workloads to the cloud, are they safe?
Can | recover quickly from outages without spare resources?

Do we have a cybersecurity hygiene policy?

Can | keep out non-authorized users?
Am | still relying on insecure passwords?
Can a rogue administrator impact my recovery options?

Have | educated all staff about safely handling data?

How do | know which systems are impacted?
How do we handle vulnerabilities and disclosure?

How do | report to my Computer Security Incident Response
Team (CSIRT)?

o Can | meet the report deadlines when my systems are down?

OO0 O0O0O OOOO 000

Fill the gaps in your
cybersecurity with Veeam

veeom

at stake that you , as an individual and your organization could face. Here, we focus on articles
21 and 23 which outline the requirements needed to comply. Visit our website to understand
more about NIS2 and how your business could be affected.

How the Veeam Data Platform can help

Built-in security and compliance check
Anomaly and trend reports

Daily readiness reports

Tags ensure that new workloads are backed-up
Full overview of your workloads, anytime, anywhere

Recover to Azure as your spare DC

and role-based access control

Support for systemns

Immutable repositories

and rule scanning to identify
impacted systems

ready to submit to CSIRT

to ensure Veeam report availability

Not in the EU and think you're exempt? Sad news, you're not...
NIS2 impacts supply chains and is far reaching. Talk to us today
and see how we can help start your journey to compliance now.

LET'S TALK




Follow us! Join the community hub:
MfxX0O| &
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https://community.veeam.com/
https://www.facebook.com/VeeamSoftware/
https://www.instagram.com/veeam_software/
https://twitter.com/Veeam
https://www.youtube.com/@veeam
https://www.linkedin.com/company/veeam-software/
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