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Turinys

Skaitmeninés Europos Strategija

Priemonés kibernetinio saugumo stiprinimui

Nuo ko pradéti?
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Skaitmeninés Europos DeSimtmetis
Skaitmeninial tikslai iki 2030
@lgﬂdiiai

Ekonomikos ICT specialistai: 20 milijony + lyciy
konvergencija.

Pagrindiniai skaitmeniniai jgudziai: ne maziau gamyba . o
kaip 80 % gyventojy Duomenys — Debesija: 10 000 neutralaus poveikio

klimatui infrastruktdros
Kompiuterija: pirmasis kvantinis super kompiuteris

@ Skaitmeniné jmoniy transformacija @ Viesyjy paslaugy skaitmeninimas

Technologijy jsisavinimas: 75 proc. ES jmoniy
naudojasi debesija, DI arba Big data
Inovacijos: veiklos plétra ir finansavimas, kad
padvigubéty vienaragiy skaicius EU

Veélyvieji technologijy jsisavintojai: daugiau
kaip 90 proc. pasiekia bent bazinj skaitmeninio
intensyvumo lygj

@ Saugi ir tvari skaitmeniné infrastruktira

Tinklo sparta: gigabitas visiems
Puslaidininkiai: padvigubinti puslaidininky Europoje

Pagrindinés vieSosios paslaugos: 100 proc. internete
e. sveikata: 100 proc. pilieciy turi prieigg prie
medicininiy jrasy internete

Skaitmeniné tapatybé: 100 proc. pilieciy turi prieiga
prie skaitmeninés tapatybés
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Skaitmeninés Europos
programa

- Skaitmeninés Europos programos finansavimo verté
7,6 mird. EUR (2021-2027m.)

e Saugumas: skiriamas ypatingas demesys IT
infrastruktlros atsparumui didinti pries kibernetines
atakas bei tam skiriama 1,6 mird. paramos.

« Paraiskos: 2024 m. liepos 4 d. paskelbtas kvietimas dél
finansavimo kibernetinio saugumo didinimui, kurio
verte102 min. Pateikimo terminas — 2025 m. sausio 21 d.

Source: https://cybersecurity-centre.europa.eu/news/new-call-proposals-under-digital-europe-programme-eur-102m-
support-deployment-actions-area-2024-06-17 en?prefLang=It
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Europos Sgjunga
neisvengiamai spartina
skaitmenizacijos plétrg bel
_ kelia reikalavimus
Kibernetinilam saugumul






ldejos kibernetiniam saugumuli
didinti
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Veeam Data Platform

Ne tik duomeny kopijy sprendimas

Gartner vertinimas
Ve8am

Veeam Ranked #1

Vecam tokes #1 spot in the Gartner® Market Share Analysis:
Enterprise Backup and Recovery Software, Worldwide, 2023

Market Share Leader

Palaikomi darbiniai kruviai
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Sitlomi funkcionalumy paketai

Veeam Data Platform

Premium

Foundation

Native APIs

Asmeninis vertinimas

Modernumas: technologiniai sprendimai atliepia
Siuolaikinius iSsukius

Vartotojo sasaja: intuityvi ir vartotojui draugiska
duomeny kopijy valdymo aplinka

Palaikymas: puikus partnerio ir klienty palaikymas



Duomeny vientisumas.
Kibernetiniy incidenty ir jy poveikio sumazinimas

Sensitivity: Internal

NekeiCiamos (immutable) duomeny kopijos

- padéti iSvengti ransomware ataky
- neteiséty duomeny trynimy bei pakeitimy

Programiné jranga palaiko duomeny kopijy karimg skirtingose aplinkose

- fizinéje, virtualioje, debesyje

— Repository
L0 Typein path to the folder where backup files should be stored, and set repository load control options.

Mount Server
Review

Apply

Summary

Location
Path to folder:
Ilmnt/backup | | Browse... I

E Capacity:  <Unknown> | Populaﬁ
W Freespace <Unknown>

|
[[] Usefast icloning on XFS volumes (recommended)

Bed b

storage ion and imp y ic backup perf €.

[[] Make re:ent backups immutablefor 7 © days
~Protects backups from modification or deletion by ransomware or hackers. GFS full backups are
made i ble for the entire durstion of their ion policy.
Load control

Running too many concurrent tasks against the repository may reduce overall performance, and
cause |/0 timeouts, Control storage device saturation with the following settings:

[ Limit maximum concurrent tasks to: 4

[[] Limit read and wnite data rate to: 1 =M
Click Advanced to customize repository settings. |19 Advanced |

<Previous | Next> \ Finish Cancel

Performance Tier

Dedupe Linux Hardened
appliance Repository

pui

Immutability @
from start to finish

Scale-out Backup

Repository
Capacity Tier
E E
Amazon S3 53 Compatible

o B

« Policy-based

«  Transparent

+ Space efficient
+  Seif-sufficient
« No extra costs

Microsoft Azure 18M Object
Blob Storage Storage

Google

Cloud Phﬁlm

Reseller

i

i Value-Added |

Archive Tier

EF

Amazon S3
Glacier

Microsoft Azure
Blob Storage

ATCR
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augus veiklos atstatymas po kibernetiniy incidenty =
,Veeam" sillo funkcijas, leidzianCias patikrinti, ar néra kenkegjisky
programy pries atkuriant rezervines duomeny kopijas, taip iSvengiant
pakartotinio tokiy programy patekimo | produkcine aplinka.

and Replication

Backup

BERECA B XD N Al i q b H ~ x = -
E’ B = A “ [ ] A p— [N Q N =N u m . = *\
Instant Export Publish Restore Guest Files Gi Files Application Amazon Microsoft Google Move Copy Create Recovery Export Scan Delete Properties Entire
Recovery Disks Disks Volumes (Windows) (Other Items ~ EC2 Azurelaas CE Backup Backup Recovery Token Media Backup Backup from = M
Restore Restore to Cloud Actions Properties ' Restore to AHV
Home Q Type in an object name to search for
Jobs Job Name T Creation Time Restore Points Repository Platform
Backup . ﬁ Agent Backup Job Scan Backup X Nindows
&% SureBackup ﬁ dc01.veeam.local
™ .
|- E‘E‘- Backups u EQ:Indexlng VM Backup Job Performs an ad-hoc scan of your backups with an antivirus or YARA engine to find the latest malware-free VMware
é Disk & Windows-01 restore point, or to detect a presence of specific data, such as personal information.
&
Last 24 Hours 4 VM Backup Job Sean mode: VMware
22 E
* Runni 2
F’;\’ s o2} (O Find the last clean restore point
uccess
E;' i Restore points will be scanned sequentially starting from the most recent one until the first malware-free
ail

backup is found. Use this option when a cyber-attack is known to have started recently.
(@) Find the last clean restore point in range

Restore points will be scanned in the optimal order to identify the last clean backup with least scans
possible. Use this option if you are unsure when an attack started or when dealing with a sleeping
malware.

(O Scan content of all restore points in range
All restore points in range will be scanned sequentially. Use this option for backup content analysis with
an applicable YARA rule, for example when looking for p ly i i infi ion (PI), p:
health information (PHI) or payment card industry (PCI) data.

Scan engine:

|| Scan restore points with an antivirus engine_

|| Scan restore points with the following YARA rule:
[ Select’a YARA rule to use

( tion to clipboar

= - ATER
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Duomeny konfidencialumas ir vientisumas

i Value-Added |

,\Veeam" suteikia galimybes uzSifruoti atsargines duomeny kopijas
,at rest” blsenoje ir ,in transit”, taip padedant apsaugoti jautrius
duomenis nuo neteisétos prieigos ar perémimo.

= [

Backup Copy SureBackup
Copy Job~ Job
Secondary Jobs

S 3 T

Backup Replication CDP
Job ~ Job ~ Policy ~
Primary lobs

Home

4 5;} Jobs

4E Backup

@ Backup Copy
4 % Backups

=¥ Disk
3 [} Last 24 Hours

ﬁ Home

o
4\ =Tl A N [@
== £ = == v
Restore Failover  Import Export Security &
< Plan =~ = Backup Backup Compliance
Restore Actions

Q, Type in an cbject name tase

Job Name *
a &Backup]ob
{71 VEEAM-
[ VEEAM-

Configuration Backup Settings

Backup
Enable cenfiguration backup to the following repository:

Backup Repository 01 (Backup Repository 01)
= 18,9 GB free of 19,9 GB

Restore points to keep: 0 3
Perform backup on: Daily at 10:00
Last successful backup: 2024-09-12 10:00

Enable configuration backup file encryption
Password:

Select an existing password or add new

Notifications...
Schedule...

Backup now

V

FdsswuIu

A= o Demu}‘useri
Restore tl int:

Password: sssssnsnsns

Q)

Password (s too short to be secure.

Do not lose your passwords. Vieeam Suppert cannot recover lost
passwords or retrieve yeur data from encrypted backup files.

Cancel

Reseller
. Gold
Global Metwork Traffic Rules *
Network traffic rules:
Name Encrypt...  Throttlh..  Time Per. Add..
IS Edit IPw4 Network Traffic Rule X i
it Remove
posttel Mame:
ickup R
Internet Networks...
Source |P address range:
Target IP address range:
Use multiple upload stre
Improves job performan Action: tion if you are
running a large amount T e rposes.
["] Throttle network traffic to: Cancel

ATCR



Atsparumas ir greitas veiklos atstatymas -\
iy

* ,Veeam" CDP nuolatiné duomeny kopijy apsauga gali uztikrinti beveik
nulinius kritiniy sistemy duomeny praradimo tikslus (RPO), jgalinant
organizacijas greitai atkurti veiklg kibernetiniy incidenty ar duomeny
sugadinimo atvejais.

vV HEMO K A8 2D

=
Backup Replicabon CDP  Backup Copy SureBackup Restore Failover  Import Export
Jol =

b = Job=  Pelicy Copy= Job~ Jeb = Plan = | Backup Backup
Frimary Jobs Auriliary Jobs Restore Adions
Home Q, Type in an object name to search for All jobs
4 % dobs Name 1 Type Objects Status Last Alun Last Result Next Run Target
4 Backup I Agent Backup Policy 1 Windows Agent Policy 1 Enabled Mhoursage  N/A N/A
&l SureBackup % appeware
45 Replication 4§ Backup Job BEOD13 New CDP Policy x
& anycopy £} Blogsener Name
+ EL Backups 5 CamersServer_clonel g Specify the name and description for this policy, and provide infarmation on your DR site,
i Disk 48 Catajob
¥ Object Storage 46 files to roll back
1 Object Storage (Imperted) B} Rest clone? I fco? Policy 1] |
+ [ Replicas 46 Shares_Arch-verb Description:
B Ready 48 Shares_photo Destination -
4 [ Last 24 Hours 46} Shares_rest .
[*} Running @) £ Srviryout Policy Settings
5 Success Fo ¥
% Failed ::fv zur\:gnc:up ndbh:ﬂ Schedule Show advanced controls:
= <f" V\th - UPJUI Guest P [[] Replica seeding ifor low bandwidth DR sites)
3 Veenter+t N
@ Veenterstempl | Guest Process & D] Network remapping (For DR sites with diferent virtual networks)
Summary [] Reglica re-IP {for DR sites with different IP addressing scheme)

. _ ATER
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Riziky valdymo ir atskaitomybés jsipareigojimy ==
laikymasis e

* Naudojant ,Veeam ONE" ar ,Veeam Data Platform Premium® paketo
funkcionalumus, realiuoju laiku galite stebéti atsarginiy duomeny kopijy
blkle, planuoti atsarginei duomeny infrastruktirai reikalingg talpg ar gauti
ataskaitas.

,,,,,,,,,,,,

Veeam Threat Center ©

VeeAM

Malware Detection

Security Scorecard ] Malware Detecti ions h
fgtien
e en2 nfected Restore Poines Susprcious Restore Points Marked as Clean Most Affected Object ot provide
91% 640 360 workload-1299
Platform Security Compliance E .
93.2% 100%
Data Recovery Health

Mabare-anatyzd estone poiots Top 5 Backup Servers with warkloads anomales

ATCR
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Atsparumas ir greitas veiklos atstatymas

« Su ,Recovery Orchestrator” organizacija gali automatizuoti veiklos
procesy atklrimg po incidenty, taip padidindama pasirengimag jvairiems
scenarijams

Automatinis veiklos atkGrimo parengimas ir testavimas (lokaliai/nutolusioje aplinkoje)
Veiklos atkarimo plano automatinis atnaujinamas

ﬁ\ Veeam Disaster Recovery Orchestrator

5 Scopes (All) Scopes: All scopes

Plan Readiness Check Plan Testing

ATCR
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Modernizuodami atsarginiy duomeny kopijy
kdrimg, atklrimg ir valdymag, padidinsime
atsparumg ,,ransomware*

uj

.
Qo
=

..ﬂ
gt ible ' T —
Immutability a 53 Compatib] @
from start to finish .
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DAS
Dedupe
Lance

Amazon 53 Amazon 53
hi‘jl Glacier
¥
IBM Object
- Storage ' .
Policy-based
Space-efficient
Sedf-sufficent
Mo extra cosls Mscrosoft Azure Microsoft Arure
Blob Storage Archive Blob Storage

,Veeam" 3-2-1-1-0 duomeny kopijy saugojimo taisykle
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Turite klausimy apie
naujyjy technologijy
galimybes Jusy
organizacijoje?

Susisiekime:

vidmantas.traknys@atea.lt
+37061404023

ATCR
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